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Abstract

Context: Michael Howard conceptualized the attack surface of a software sys-
tem as a metaphor for risk assessment during the development and maintenance
of software. While the phrase attack surface is used in a variety of contexts in
cybersecurity, professionals have different conceptions of what the phrase means.
Objective: The goal of this systematic literature review is to aid researchers
and practitioners in reasoning about security in terms of attack surface by ex-
ploring various definitions of the phrase attack surface.

Method: We reviewed 644 works from prior literature, including research pa-
pers, magazine articles, and technical reports, that use the phrase attack surface
and categorized them into those that provided their own definition; cited an-
other definition; or expected the reader to intuitively understand the phrase.
Results: In our study, 71% of the papers used the phrase without defining it
or citing another paper. Additionally, we found six themes of definitions for the
phrase attack surface.

Conclusion: Based on our analysis, we recommend practitioners choose a def-
inition of attack surface appropriate for their domain based on the six themes
we identified in our study.

Keywords: attack surface, vulnerabilities, software engineering, systematic

literature review
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1. Introduction

Vulnerabilities in software are an unfortunate, but inevitable, reality. As a
result, software development organizations must take a proactive approach to
security. The Trustworthy Computing Security Development Lifecycle (SDL)
introduced at Microsoft in 2004 [I] is one such instance of a proactive approach
to software security. One of the elements in the design phase of SDL was the
measurement of the attack surface of software. At the time, the phrase software
attack surface was fairly unfamiliar, having been introduced only a year earlier
by Michael Howard [2].

Software security researchers and professionals have used Howard’s concept
of the attack surface to discuss the overall security posture of a system, or the ef-
fectiveness of a given security measure. For example, reducing the attack surface
is one way researchers provide evidence that the system is more secure. Practi-
tioners can also use attack surface measurements to prioritize their fortification
efforts.

But what is an attack surface, exactly? A variety of definitions exist for the
phrase, which drives how researchers conduct their measurements. The varying
definitions result in confusion when professionals and researchers have different
views on what the phrase attack surface means. Having a consistent language
with which to talk about the attack surface of software systems would help
focus discussions on how to address each different definition of attack surface.

A sampling of the existing definitions define the attack surface as follows:

e “..union of code, interfaces, services, protocols, and practices available
to all users, with a strong focus on what is accessible to unauthenticated

users.” [3]

e “..the system’s actions that are externally visible to its users and the

system’s resources that each action increases or modifies.” [4]

e “..a list of attack features: Open sockets, Open RPC endpoints, Open

named pipes, Services, etc.” [2]
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Having a seminal definition (or a set of definitions) to reference as the “offi-
cial” attack surface definition(s) would help clarify discussions about and mea-
surements of attack surfaces.

The goal of this systematic literature review is to aid researchers and prac-
titioners in reasoning about security in terms of attack surface by exploring
various definitions of the phrase attack surface.

The research questions we address in this work are:

RQ1 Diversity How is the phrase attack surface used by researchers?

RQ2 Variety What are the different definitions of the phrase attack

surface in the research literature, and how frequently is each used?

RQ3 Unification Based upon themes of attack surface definitions, can

a unified definition of the phrase attack surface be determined?

To achieve this goal, we performed a systematic literature review of the use
of the phrase attack surface in literature, including research papers, magazine
articles, and technical reports. These writings represent the opinion of a variety
of professionals in both an academic and industrial context, typically in the
computer security domain. After identifying a set of 1,433 potential papers for
inclusion in our study, we selected 644 that used the phrase attack surface in
some way in the text. For these papers, we determined whether they provided
their own definition, cited another definition, or expected the reader to under-
stand their use of the phrase intuitively. We identified the source of each paper,
such as a specific database or aggregator. Additionally, we analyzed the level of
granularity of each paper’s use of attack surface. For example, some papers dis-
cussed the attack surface of an entire network of systems, while others discussed
how specific functions affect the attack surface of one system. We noticed six
themes based on concept similarity and recommend a seminal definition based
on frequency of citations, citations in important works, and the expert judgment
of the attack surface researchers involved with this review.

Recent work using the attack surface concept varies, with some prioritizing
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the localization of vulnerabilities, others identifying vulnerable code, and others
determining how risky specific vulnerabilities are. Younis et al. [5] analyzed
the relationship between the attack surface of Apache HTTP Server and the
density of vulnerabilities in the system. Munaiah et al. [6] used call graphs
to determine the proximity of security vulnerabilities to the attack surface of
the software system and found that vulnerabilities were found near the surface
of the target system. Theisen et al. [7] developed Risk-Based Attack Surface
Approximation (RASA), which uses crash dump stack traces to estimate the
attack surface of a target system.

The rest of this paper is organized as follows: Section [2] presents work related
to our study. Section [3| describes the methodology used to perform this review.
Section [d] describes the results of our study. Section [5] discusses our results and

provides a set of conclusions about our study.

2. Related Work

The methodology for conducting this SLR is based on previous SLRs and
guidelines for performing SLRs from other researchers in the field. Zhang et
al. [8] suggested the use of a Quasi-gold Standard set of papers to validate search
terms when searching for papers to include in a literature review. Kitchenham
et al. [9] analyzed SLRs in Software Engineering, eventually leading to a list
of recommendations for good SLR practices in 2013 [10]. They suggest setting
concrete inclusion and exclusion criteria for papers in the study corpus, among
other suggestions. Kitchenham also remarks on the lack of tools to support
SLRs. As part of this study, we make available the scripts used in support of
generating the corpus found in this study with the hope that it helps future
authors with their own work.

The phrase attack surface was used before it became popular for describing a
measure of security for software systems. In 1972, Cortes filed a patent describ-
ing a drilling tool that used the phrase attack surface [I1]. In the patent, attack
surface was used to describe the tip of the drill, and describes how that tip might
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be reinforced with diamonds for durability and increased cutting power. In 2003,
Michael Howard introduced the phrase attack surface in an MSDN Magazine
Article [2], which led to further research in the area by Howard, Manadhata,
and Wing [, 12 13]. Current work in the area of attack surface focuses on
creating empirical and theoretical measures for the attack surface of a software
system or computer network [7, 14, [6], [5] [15].

One of the practical applications of the phrase attack surface is its use in the
Common Weakness Scoring System (CWSS). CWSS uses the attack surface to

group a set of metrics together for use in the CWSS score. These metrics are:

e Required Privilege (RP) - The type of privileges that an attacker must
already have in order to reach the code/functionality that contains the

weakness.

e Required Privilege Layer (RL) - The operational layer to which the at-

tacker must have privileges in order to attempt to attack the weakness.

e Access Vector (AV) - The channel through which an attacker must com-

municate to reach the code or functionality that contains the weakness.

o Authentication Strength (AS) - The strength of the authentication routine

that protects the code/functionality that contains the weakness.

e Level of Interaction (IN) - The actions that are required by the human

victim(s) to enable a successful attack to take place.

e Deployment Scope (SC) - Whether the weakness is present in all deployable
instances of the software, or if it is limited to a subset of platforms and/or

configurations.

Fach of these metrics is assigned a weight and aggregated to provide an
overall attack surface scoring for the weakness. The CWSS Attack Surface
score has several parallels with the definitions of attack surface provided in this

document.
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3. Methodology

In the subsections that follow, we describe each step in the approach to
identifying the papers that were relevant to the research goal of our systematic
literature review. At a high-level, our approach comprised of the following steps,
organized into four stages:

Selection

e Enumerate source(s) of studies
e Identify search keyword(s)

o Collect studies using the search keyword(s) from the source(s) enumerated
Inclusion and Exclusion

e Identify relevant papers using inclusion and exclusion criteria
Categorization

e Categorize the relevant papers based on usage of the phrase attack surface
Theme Identification

e Identify themes of definitions of the phrase attack surface based on con-

ceptual similarity

ACM Digital Library
Exclusion

..............................................
i Categorization i [_Identification

Inclusion }—bl Title }—hl Abstract
Primary Relevanl;

Studies | Papers |

IEEE Xplore

Keyword(s) SpringerLink

Google Scholar

Theme

Defense Technical
Information Center

Figure 1: Pictorial overview of the flow through various stages in the SLR

Our methodology is inspired by the guidelines for performing SLRs pre-
scribed by Kitchenham and Brereton [10].

Shown in Figure [1] is a pictorial overview of the various stages in our SLR.
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3.1. Selection
In this stage, the various sources of studies relevant to our SLR and the

keywords used to search for these studies are identified.

3.1.1. Enumerate source(s) of studies

The first step in our review was to enumerate the primary study sources.
The digital libraries are the most commonly used sources of academic content
in SLRs. However, to achieve a higher coverage of a particular niche area of re-
search, papers from specific journals or conference proceedings and/or technical
reports published by universities or a sponsoring agency have to be included.

In our study, we considered the following sources of academic content:
1. ACM Digital Library[]

2. IEEE Xplore Digital Libraryf]

w

. SpringerLinkH
4. Google Scholaif]
5. Defense Technical Information Center (DTICED

We considered ACM Digital Library and IEEE Xplore Digital Library be-
cause they are the primary publishers of proceedings of conferences that cater
to security metric research. We considered SpringerLink because it captured
several journals that publish articles related to attack surface literature. Al-
though Google Scholar is not a source of academic content, we have included
it in our list because Google Scholar indexes a wide variety of academic and
technical content (such as white papers published by organizations) that may
be relevant to our study. We include DTIC because several papers included in

our quasi-gold standard set were found through the DTIC engine.

Thttp://dl.acm.org/
%http://ieeexplore.ieece.org/
Shttp://link.springer.com/
4http://scholar.google.com
Shttp://www.dtic.mil/
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3.1.2. Identify search keyword(s)

The source(s) of studies identified in the previous step support advanced
searching of their databases. The next step in the selection stage is to identify
keywords that may be used to search for studies. We used an iterative approach
to propose a candidate search keyword and validate its ability to retrieve studies.
We used the concept of Quasi-gold Standard proposed by Zhang et al. [§] to
validate and refine our list of candidate search keywords. The principle in quasi-
gold standard is to compose a set (called the quasi-gold standard set) of studies
that are known to be relevant to the SLR. The candidate search keywords are
used to retrieve studies in the quasi-gold standard set. The iteration terminates
when all the studies in the quasi-gold standard set can be retrieved using the
search keywords identified.

Since two of the authors of this paper are software security researchers work-
ing almost exclusively on research related to the concept of attack surfaces, our
quasi-gold standard set was composed of the attack surface literature cited by
prior publications [7, [6] of the two authors. The list of the 17 studies in our
quasi-gold standard set is presented in

The phrase attack surface is fairly generic; for instance, we found a patent
using the phrase attack surface in describing a drilling tool [I1]. To constrain
the scope of the search, we logically appended the fixed keyword—security—
to a search keyword using the AND operator. In the case of Google Scholar, we
had to introduce an additional fixed keyword—entry points—to constrain the
number of search results, as accessing the 99" page of search results caused a
Server error.

The logical combination of the search keywords using the AND operator re-
sults in a search string. We iterated through our search strings four times and
arrived at a set of two different search strings. In summary, we used the string
"security" AND "attack surface" when searching ACM Digital Library, De-
fense Technical Information Center (DTIC), IEEE Xplore Digital Library, and

SpringerLink and the string "security" AND "attack surface" AND "entry
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points" when searching Google Scholar.

3.1.3. Collect studies using the search keyword(s) from the source(s) enumerated

The next step in the selection stage is to use the search keyword(s) identified
in the previous step and search for studies in each of the source(s) identified in
the first step. As highlighted in prior literature [10], tools to support large-scale
SLRs are rare. As a supplementary contribution of our work, we have developed
an open-source utility, called SLRUtility, to support the collection of studies
from various academic sources. The source code for SLRUtility is available on
GitHub at https://github.com/theisencr/SLRUtility.

The last run of our collection step was on June 1, 2016 for Google Scholar
and May 31, 2016 for the other four sources. All studies collected from each of
the sources are combined, automatically detecting and eliminating title-based

duplicates (if any) across the different sources.

3.2. Inclusion and Exclusion

In this stage, the studies collected in the previous stage are subject to an
inclusion and an exclusion criteria to filter out those studies that may not be
relevant to our SLR. This stage is critical to ensure that a sizable, yet manage-
able, number of studies are selected. The studies that pass this stage will be
considered relevant to our SLR and will be referred to as relevant papers in the
remainder of the paper. The relevant papers are the ones from which we obtain

the data needed to address the research questions in our SLR.

3.2.1. Identify relevant papers using inclusion and exclusion criteria

We identified inclusion and exclusion criteria for whether or not papers are
pertinent to our study. The criteria used in our study are presented below.
These criteria were applied before and during each categorization and filtering
step in the following sections.
Inclusion Criteria

Include a study if,
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e The study uses the phrase attack surface.
e The study is written in English.
e The study is in the software security domain.

e The study is full length research paper (i.e. not a presentation or a sup-

plement to a poster).

e The study was published in or after the year 2000. While attack surface
was formally defined by Howard in 2003, other researchers have used the

phrase informally since 2000.

Exclusion Criteria

Exclude a study if,

e Title: The title provides sufficient evidence to indicate that the study is
not related to cybersecurity. For example, a study titled Unmaking the
Dark Continent: South Africa, Africa and the Image Make-Over Narrative
in the South African Press was one of the papers decided to be excluded

based on the title.

e Abstract: The abstract provides sufficient evidence to indicate that the
study is not related to cybersecurity. For example, a study titled En-
ergy Theft in the Advanced Metering Infrastructure was one of the papers
decided to be excluded based on the abstract of the paper.

In the inclusion criteria, we chose to limit the scope of search to literature
published after the year 2000. We chose the year 2000 based on a steep increase
in the use of the phrase attack surface as observed in the plot obtained from
Google Ngram Viewerﬁ Additionally, SLRs tend to impose a restriction on the
number of pages that a study must have to be included. We, however, impose
no such restriction as the goal of our review is to understand the usage of the

phrase attack surface and the length of the study may not be a relevant factor.

Shttps://books.google.com/ngrams

10
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The inclusion criteria is fairly straightforward and can largely be automated.
Furthermore, any false positives (i.e. studies that are irrelevant but considered
relevant) that may creep through the inclusion criteria are likely to be found
and excluded during the application of the exclusion criteria.

We note that, in applying the inclusion criteria, we realized that all peer-
reviewed papers indexed by DTIC were also indexed by SpringerLink. As a
result, we chose to combine the duplicates from DTIC and SpringerLink in
subsequent stages of our methodology. The removal of duplicates left 959 papers
for review.

The exclusion criteria, being manual, is inherently subjective. We mitigated
the potential for bias due to the subjectivity by having at least two authors
independently apply the exclusion criteria to the same set of studies. We further
used the inter-rater reliability measure—Cohen’s x [I6]—to quantify the level of
agreement between the two authors who applied the exclusion criteria. Cohen’s
k quantifies the level of agreement as it accounts for agreements that occur by
chance. The disagreements, if any, were resolved by the authors presenting their
case for excluding a paper. In cases where consensus could not be reached, we
decided to include the paper since, in the next stage (i.e. categorization), a full
text reading would provide more information on the relevance of the study to
our SLR.

The set of studies that pass through the inclusion and exclusion criteria are

considered relevant to our SLR.

3.8. Categorization

In this stage, the full text of the relevant papers identified in the previous
stage are read and categorized into categories that are based on papers’ usage
context of the phrase attack surface. Since the goal of our study was to under-
stand the various definitions of the phrase attack surface used in the community,
we categorized the relevant papers into one of four categories. Each paper fits

into exactly one category.

11
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e Define - The paper defines, formally or informally, the phrase attack sur-
face in the text. Papers in prior attack surface literature or papers that
include a glossary with a definition of the phrase attack surface tend to

be placed into this category.

e Supported Use - The paper uses the phrase attack surface without explic-
itly defining it. However, the usage of the phrase is supported by citing a
paper that defines the phrase.

e Unsupported Use - The paper uses the phrase attack surface with neither

an explicit definition for it nor a citation to a paper that defines the phrase.

e Not Relevant - The paper is not relevant to our SLR. Papers that are
categorized into the Not Relevant category are false positives from the

previous stage.

The order of the categories presented above is the order in which the cate-
gorizations were made. For instance, if a paper is extending an existing (cited)
definition of the phrase attack surface, the paper will be categorized as Define
and not Supported Use.

When reading the full text of relevant paper for categorized, we also captured
the association (through citation) between papers categorized as Supported Use
and those categorized as Define. We also captured self-associations between
papers categorized as Define in cases where a paper was extending or modifying
an existing (cited) definition.

In addition to categorizing the papers based on the usage of the phrase attack
surface, we categorized papers in the Define and Supported Use categories
based on the granularity at which the phrase was used. We propose the following

categories for the papers based on the granularity of phrase usage:

e Function - The paper uses the phrase attack surface with methods, func-
tions or individual lines of code as the lowest unit of reasoning. For ex-

ample, a paper that discusses the attack surface implications of allowing

12
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certain set of functions to be accessible through the Application Program

Interface (API).

File - The paper uses the phrase attack surface as applied to source code
files. For example, a paper that discusses the attack surface implications of

having source code in certain files vulnerable to particular type of attack.

Binary - The paper uses the phrase attack surface with source code pack-
ages such as binaries, packages, modules or components. For example, a
paper that presents different approaches to reduce the attack surface of a

binary.

System - The paper uses the phrase attack surface when reasoning about
entire systems. For example, a paper that presents the security implica-
tions of enabling certain features in an operating system such as Windows

and Linux.

Computer Network - The paper uses the phrase attack surface as applied
to entire networks. For example, a paper evaluating the notion of isolating
certain set of sensitive hosts to a sub-network, inaccessible, in general, to

hosts outside of the network.

Theoretical - The paper uses the phrase attack surface in a theoretical
capacity. Papers that are categorized into this level of granularity typically
attempt to quantify the attack surface of an entity based on theoretical

notions.

We also used Theoretical to categorize papers when we could not infer

the granularity from the full text.

As with the previous stage, the categorization of relevant papers into the
categories of attack surface usage and the granularity of the phrase usage was
primarily a manual approach. Here again, we had two authors independently
categorize the same set of papers into different categories while using Cohen’s

k to quantify the level of agreement. We did not use Cohen’s k for assessing

13
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agreements with associations captured because of the limited potential for sub-
jectivity in identifying citation information from either the references list or the

footnote.

8.4. Theme Identification

The final stage in our SLR was to analyze and identify themes in various
definitions of the phrase attack surface from the relevant papers categorized
as Define. We only considered those papers that has at least one citation at
the time of our study. Considering only papers that had at least one citation
resulted in 19 papers to identify themes.

As with other manual steps, two authors independently analyzed each defini-
tion and assigned it to an appropriate theme. Identifying a theme of a definition
indicates the conceptual similarity among one or more definitions. The authors
generated their own understanding of relationships between different definitions
and created a set of themes they saw in the set of cited definitions. After gen-
erating their own themes, the authors involved met to discuss their respective
conclusions. The discussion concluded with both authors agreeing on six themes
and an name for each theme. The final set of themes were reviewed by a third

author for validation.

4. Results

In the subsections that follow, we address the research questions in our SLR
using the data collected by applying our methodology. We first present the
details of applying different stages of the methodology to compose our data
set of relevant papers from the studies obtained from the different source(s).
The pictorial overview of the flow through the various steps shown in Figure
has annotations showing the number of studies at the end of each stage of
the methodology. The figure also shows the Cohen’s x quantifying the level of
agreement between the authors in applying the exclusion criteria to studies and

in the categorization of the relevant papers.

14
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Figure 2: Number of studies at the end of the selection stage and at the end of each step of

the inclusion and exclusion stage

4.1. Title Filtering

After reviewing the titles of all 959 papers individually, the authors met
to resolve disagreements over categorization. The authors disagreed on 47 of
the 959 papers for categorization. After resolving these differences, the authors
agreed on the removal of 27 of the 959 papers from literature review, leaving 932
papers for the next step of the filtering process. Examples of titles that were
removed from consideration include “Correlation is not Causation”, “Clearance
of Flight Control Laws for Carefree Handling of Advanced Fighter Aircraft,”
and “Plan X and Generation Z.”

The inter-rater reliability between the two authors in the title filtering stage

was k = 0.46.

4.2. Abstract Filtering

The authors reviewed the abstracts of the remaining 932 papers individually,
categorizing each for inclusion or exclusion from our corpus. The authors then
met to resolve disagreements over the inclusion or exclusion of each paper. The
authors agreed that 622 papers should be included in the final corpus for the
study. Four of the papers were determined to be duplicated in our corpus
or did not have full text available on their respective database, and were not
categorized. Over the course of the categorization of papers, 22 additional
papers were added, as they were cited by other papers for their definition of
attack surface, bringing the final total of papers to categorize to 644.

The inter-rater reliability between the two authors in the abstract filtering

stage was k = 0.85.

15
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4.3. RQ1: Diversity
Question: How is the phrase attack surface used by researchers?

To answer this question, we look at the two categorizations made for each
paper in our final, filtered corpus; the categorization of the use of the phrase
attack surface, and the level of granularity at which the phrase was discussed.

Shown in Figure [3|is the distribution of papers by their use of the phrase

attack surface.

Distribution of Number of Papers by Class
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Figure 3: Distribution of number of papers by class

In our results, 459 of the 644 papers (or 71%) in the final corpus were
categorized as Unsupported Use, or provided no external support of their use
of attack surface in the text of the document. Authors not providing support for
their use of the phrase indicates a lack of understanding of the different possible
definitions, or an assumption that the audience of their paper have the same
definition in mind. From the same data, we see there are 48 papers categorized

as Define, or providing a definition of attack surface. These 48 papers provide

16
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48 definitions of attack surface in the literature with varying degrees of overlap
and authority. Many of these definitions are not themselves cited. Therefore, we
conclude that we cannot assume a canonical definition of attack surface exists
that the community has agreed on, as different individuals have varying opinions
on what the definition is.

By contrast, 86 papers (or 13%) in our corpus provided Supported Use, or
a citation or a footnote of their use of the phrase attack surface. These papers
skewed towards security focused works. We observed that the more closely
related the research was to the topic of attack surfaces, the more likely it was
that the researcher supported their definition of attack surface in some way.

Shown in Figure [4]is the distribution of papers by the level of granularity at

which the phrase attack surface is used.

Distribution of Number of Papers by Granularity
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Figure 4: Distribution of number of papers by granularity

In our corpus, 352 of the 644 (or 55%) papers discussed attack surfaces at the
Theoretical level, while 149 of the papers discussed the phrase at a Software
System level. Only 41 papers discussed attack surfaces at a Binary, File, or

Function level, possibly indicating that software development work represented

17
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a minority of the papers in our corpus. The high percentage of theoretical
uses of the phrase indicates that attack surfaces are still mostly considered a
theoretical exercise, with limited number of researchers or practitioners in our

corpus applying the concept to a real software system or computer network.

The phrase attack surface is used without an associated definition in 71% of
papers in our corpus. Attack surface is used as a theoretical concept in 55%

of the papers in our corpus, rather than in reference to specific source code.

4.4. RQ2: Variety
Question: What are the different definitions of the phrase attack surface in the
research literature, and how frequently are they used?

In this research question, we enumerate the different definitions of the phrase
attack surface as presented in papers from prior literature that almost exclu-
sively reason about computer security in terms of attack surfaces.

We found a total of 48 papers authored by 33 different first authors that
include a (formal or informal) definition of the phrase attack surface. Overall, 19
papers were cited in support of the phrase attack surface. The most frequently
cited work was An Attack Surface Metric by Manadhata [17] with 43 unique
citations. However, this paper cites several other papers in support of its own
definition of attack surface, primarily the Measuring Relative Attack Surfaces

work by Howard et al. [I2] The complete list of papers that define attack surface
is presented in

We identified 48 different definitions of the phrase attack surface, with the

most frequently cited definition cited 43 times within our set of attack surface

papers.

4.5. RQ3: Unification

Question: Based upon themes of attack surface definitions, can a unified defini-

tion of the phrase attack surface be determined?

18
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As described in Section [3.4] we group papers from that were

cited at least once for their definition of the phrase attack surface into themes
based on conceptual similarity. From 19 papers were cited at least
once. We noticed six themes representing interpretations of the phrase attack
surface. The six themes are described below. The full definition of attack

surface from each paper and the associated themes can be found in Table
in

e Methods: The attack surface is the methods of implementation, data chan-
nels, and data present in the system, with no specific attack features men-

tioned.

The Methods theme is a programming-centric definition that focuses on pro-
gram flow through a software system. Such an attack surface could be measured
by programs like GNU cflow or other static analysis tools for measuring con-

nections through software systems.

e Adversaries: The attack surface is the union of all possible ways an at-

tacker could cause damage to a system.

The Adversaries theme focuses on attacker behavior only, as only points in
the system with active attacks would be considered part of the attack surface.
As an example to differentiate the Methods theme from the Adversaries theme,
there could be entry points from the Methods theme that have no equivalent in

the Adversaries theme due to a lack of feasible attacks.

e Flows: The attack surface is defined as data flow and control flow only,

without considering methods or avenues of attacks.

The Flows theme is based on user behavior. The Flows theme would be a
subset of the Methods theme, in that some paths available in the Methods theme
may be unavailable to a subset of users. The Flows theme attack surface would

change as user authorization level changes.

19
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e Features: The attack surface is a enumeration of all available attack av-

enues to a target system.

The Features theme is a higher level set of definitions that focus on the
features available in a system at the level of functionality. This differs specifically
from the previous definitions in that it encapsulates functionality in a system
rather than the paths data takes through a system. This theme requires a
specific enumeration of parts of the system that are possible attack features,
such as a list of open ports, a list of services running by default, et cetera.
This is distinct from the methods theme, as specifics are left ambiguous in the
methods theme. As an example, a Windows machine with 50 running services
would have a higher attack surface than a Windows machine with 30 running

services.

e Barriers: The attack surface is the method of preventing attacks, rather

than the paths attacks can occur on, by malicious parties.

The Barriers theme focuses on preventative efforts in security on a system,
such as firewalls or security policies. This is independent from the other themes

as it focuses on defensive behavior, rather than possible points of attack.

e Reachable Vulnerabilities: The attack surface is the vulnerabilities that
are exposed to end users via paths or flows, rather than the paths or flows

themselves.

Finally, the Reachable Vulnerabilities theme is focused on the exposure of
vulnerabilities that attackers can exploit in a software system. Using this theme,
a system with no vulnerabilities does not have an attack surface.

Based on our results, we recommend that researchers and practitioners
choose a definition of attack surface that most closely matches the domain that
they are using the phrase in. While we consider Howard et al. definition from
Measuring Relative Attack Surfaces [12] in the Methods theme the canonical

definition of the phrase attack surface, this definition may not be appropriate
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in all cases. We base this conclusion on wide variety of the use of the phrase
attack surface based on our results for RQ1 and RQ2, along with the six differ-
ent themes that resulted from our analysis. By using more specific definitions
of attack surface, practitioners and researchers can speak more precisely about
the phrase. We recommend that practitioners use domain specific language,
such as talking directly about server architecture or software architecture, when
defining the context in which they are using the phrase attack surface.

When talking about attack surfaces in a theoretical context, the Howard
definition provides a definition encompassing attack surface definitions included
in the other five themes of definitions included in our study. In Measuring
Relative Attack Surfaces by Howard et al. [12], the phrase attack surface is
defined as being along three dimensions defined in the paper, and replicated

directly below:

e Targets and FEnablers: To achieve his goal, the adversary has in mind one
or more targets on the system to attack. An attack target, or simply target,
is a distinguished process or data resource on System that plays a critical
role in the adversary’s achieving his goal. We use the phrase enabler for
any accessed process or data resource that is used as part of the means of

the attack but is not singled out to be a target.

e Channels and protocols: Communication channels are the means by which
the adversary gains access to the targets on System. We allow both
message-passing and shared-memory channels. Protocols determine the

rules of interaction among the parties communicating on a channel.

o Access rights. These rights are associated with each process and data

resource of a state machine.

Howard et al. go on to state that as each of these dimensions grow, the
attack surface of the target grows as well. Another important aspect that the
paper by Howard et al. addresses is the notion of measurement of attack surface,

in that, the approach used to measure the attack surface is as important as the

21



515

520

525

530

535

dimensions used to represent the attack surface. The metrics used to measure
attack surface can vary. Our other themes are an indication of possible metrics
and measurement techniques. The Adversaries theme focuses on potential
damage as measured by data loss and attacks. The Flows theme focuses on how
data moves through systems. The Features theme provides a list of software
features that could be used to measure the attack surface of a system. The
Reachable Vulnerabilities theme uses vulnerabilities themselves as a metric
for measuring the attack surface. These different measurements indicate that
a singular definition would likely have deficiencies for one or all of the themes

found in our study.

We recommend researchers and practitioners use one of the six themes of
definitions we found as part of this study (Methods, Adversaries, Flows, Fea-
tures, Barriers, Reachable Vulnerabilities) as their definition of attack surface
with proper citations, while taking care to ensure that the context in which

their definition applies is explicitly defined, such as networking or software.

5. Discussion

In this SLR, we categorized a total of 644 papers related to the topic of at-
tack surface. We determined the frequency with which the definitions of attack
surface used in these papers is based on a citation, and determined the most
frequently cited definitions for the phrase attack surface. Based on our crite-
ria, we recommend that researchers and practitioners choose an attack surface
definition from one of the six identified themes with context-specific clues.

One of the discussion points in this literature review is the determination of
when something has become “common knowledge” and no longer needs to be
cited. For example, in many cases, the phrase “security vulnerability” is not
cited in security related work, yet different definitions for the phrase exist. Along
the same vein, can we consider the phrase attack surface “common knowledge?”

While we have determined from our review that it is not considered common
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knowledge, when does something rise to the level of common knowledge? Will
we reach a point where the phrase attack surface is common enough to be used

without citations in research?
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Appendix A. Quasi-gold Standard Set

The studies listed below composed the quasi-gold standard set used in the

validation of search keywords in the selection stage of the SLR.
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s Appendix B. Attack Surface Definition Papers

The papers listed below define, formally or informally, the phrase attack

surface.
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Appendix C. Themes of Cited Definitions

Shown in Table is a list of papers that define, formally or informally, the

phrase attack surface, organized based on conceptual similarity.

Table C.1: List of definitions with at least one citation in their

associated themes

Paper ID Definition # Citations

Methods Theme

We describe a system’s attack surface

along three abstract dimensions: targets
D28 25
and enablers, channels and protocols, and

access rights.

We describe a system’s attack surface
along three abstract dimensions: targets

D1 13
and enablers, channels and protocols, and

access rights.

We define an attack surface in terms of the

system’s actions that are externally visible
D27 11
to its users and the system’s resources that

each action accesses or modifies.

We define the attack surface of a system in

terms of the system’s attackability along
D29 10
three abstract dimensions: method, data,

and channel.

Continued on next page
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Table C.1. List of definitions with at least one citation in their

associated themes (Continued)

Paper ID Definition # Citations

We formalize the notion of a system’s
attack surface using an I/O automata

model of the system and define a

|2 |

quantitative measure of the attack surface 3
in terms of three kinds of resources used in
attacks on the system: methods, channels,

and data.

Intuitively, a system’s attack surface is the

subset of the system’s resources (methods,
D34 1
channels, and data) used in attacks on the

The attack surface of a system represents

the exposure of application objects to
D38 1
attackers and is affected primarily by

architecture and design decisions.

Adversaries Theme

Intuitively, a system’s attack surface is the

D35 set of ways in which an adversary can enter 43

the system and potentially cause damage.

Intuitively, a system’s attack surface is the

D33 set of ways in which an adversary can enter 6

the system and potentially cause damage.

Continued on next page
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Table C.1. List of definitions with at least one citation in their

associated themes (Continued)

Paper ID Definition # Citations

In this thesis, we formalize the notion of a
system’s attack surface and use the

measure of a system’s attack surface as an

D36 indicator of the system’s security. 4

Intuitively, a system’s attack surface is the
set of ways in which an adversary can enter

the system and potentially cause damage.

Intuitively, a system’s attack surface is the

D32 set of ways in which an adversary can enter 4

the system and potentially cause damage.

Intuitively, a system’s attack surface is the

D42 set of ways in which an adversary can enter 3

the system and potentially cause damage.

Intuitively, a system’s attack surface is the

D30 set of ways in which an adversary can 2

attack the system.

Flows Theme

The attack surface of an app is the union

of code, interfaces, services, protocols, and

D26 practices available to all users, with a 6

strong focus on what is accessible to

unauthenticated users.

Continued on next page
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Table C.1. List of definitions with at least one citation in their

associated themes (Continued)

Paper ID

Definition

# Citations

D40

The Attack Surface of an application is:
the sum of all paths for data/commands
into and out of the application, and the
code that protects these paths (including
resource connection and authentication,
authorization, activity logging, data
validation and encoding), and all valuable
data used in the application, including
secrets and keys, intellectual property,
critical business data, personal data and
PII, and the code that protects these data
(including encryption and checksums,
access auditing, and data integrity and

operational security controls).

Features Theme

Continued on next page
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Table C.1. List of definitions with at least one citation in their

associated themes (Continued)

Paper ID Definition # Citations

List of attack features: Open sockets,
Open RPC endpoints, Open named pipes,
Services, Services running by default,
Services running as SYSTEM, Active Web
handlers (ASP files, HTR files, and so on),
Active ISAPI Filters, Dynamic Web pages

D31 12
(ASP and such), Executable virtual

directories, Enabled Accounts, Enabled
Accounts in admin group, Null Sessions to
pipes and shares, Guest account enabled,
Weak ACLs in the file system, Weak ACLs
in Registry, Weak ACLs on shares

List of attack features: Open sockets,
Open RPC endpoints, Open named pipes,
Services, Services running by default,
Services running as SYSTEM, Active Web
handlers (ASP files, HTR files, and so on),
Active ISAPI Filters, Dynamic Web pages

D37 1
(ASP and such), Executable virtual

directories, Enabled Accounts, Enabled
Accounts in admin group, Null Sessions to
pipes and shares, Guest account enabled,
Weak ACLs in the file system, Weak ACLs
in Registry, Weak ACLs on shares

Barriers Theme

Continued on next page
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Table C.1. List of definitions with at least one citation in their

associated themes (Continued)

Paper ID

Definition # Citations

D43

Attack Surface metric group: the barriers
that an attacker must overcome in order to 1

exploit the weakness.

Reachable Vulnerabilities Theme

D44

We can define attack surface as our
exposure, the reachable and exploitable 2

vulnerabilities that we have.

905
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